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The HP NonStop Event Management Subsystem (EMS) supports a Trap Subagent for translating EMS events into SNMP traps. Creation and forwarding ASAP SNMP traps is done by using the HP NonStop EMS Trap subagent product T9576 for translating EMS events into SNMP traps.   

The EMS subsystem along with the SNMP Agent was introduced or enhanced during the D21 through D23 releases and onward which allows for this capability.  Both products are included on every SUT and are readily available on all NonStop servers. The SNMP agent is delivered ready to be installed and started without any custom configuration. You install the SNMP agent using the Distributed Systems Management Software Configuration Manager DSM/SCM product. The SNMP agent program file is installed on your system as: $SYSTEM.SYSTEM.SNMPAGT  

Components of EMS Trap Subagent and SNMP are shown in figure 1.1.

Figure 1.1 EMS Subagent and SNMP Trap components
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The EMS Trap Subagent is implemented within EMS as a special type of printing distributor known as a routing distributor.  Routing distributors use destination information encoded in filters to determine where to send ASAP events (SSID 226).  

Filters identify which events are to be converted as SNMP traps.  The filter also contains the destination information.  EMS printing distributors are used for reading the log file extracting only the events that are described in the EMS filter.  Prior to running the EMS printing distributor the TACL command ADD DEFINE is used to create the distributors process file segment describing where to forward the ASAP events to, this is done by using the DEFINE ATTRIBUTE FILE.  The EMS trap subagent builds trap messages received from the printing distributor for each event by using the EMS template in Zsmptmpl and forwards the trap message to the SNMP Agent.

Traps from the EMS Subagent are routed to SNMP managers identified in the SNMP agents TRAPDEST objects.  The EMS Trap MIB is ASN.1 compliant and should be loaded onto the SNMP Manager and compiled using following the procedures in the documentation for the SNMP manager being used on the workstation.   SNMP traps by default use port 162, the SNMP Manager on the NSK server can be changed to use a different unused port, the SNMP manager on the workstation would have to be configured to use the same port as the SNMP Agent on the NSK host.  

Installation and Configuration

All of the necessary components for the EMS Trap subagent, SNMP Agent and DSM template services are available on every NSK server.

1. Load the ASN.1 source for the EMS Trap MIB onto any SNMP Manager you want to receive traps from the NonSTOP SNMP Trap agent. The EMS Trap MIB file EMSMIBA can be found on $SYSTEM.ZEMS.EMSMIBA.  Compile the MIB as described in the documentation provided with your SNMP manager. Compiling the MIB makes it possible for the SNMP manager to display the names (rather than only numeric object identifiers) of MIB objects. 

Custom MIB files may have to be created for Tivoli & NetCool, or any other Enterprise framework being used.  The EMSMIBA was setup to be used with HP OpenView running on either a Windows or Unix workstation.
2. Create the routing filter for ASAP events:


TACL> Edit EMSFILTR;xvs f

Copy and paste the following filter commands into the file:
filter ASPFILTR;

begin

destination

rid 1,

type process,

name =_snmp_agent,

format off;

[#def ssid^structure struct begin

char z^owner(0:7);

int z^number;

int z^version;

end;]

== only pass events from this subsystem:

== ASAP = 226

if zspi^tkn^ssid.ssid^structure:z^owner = "TANDEM" and

(zspi^tkn^ssid.ssid^structure:z^number = 226 )

then pass ,1;

end

The filter contains a destination statement identifying the SNMP agent as the routing destination.  The filter also contains the specifications for only ASAP events that will be converted into traps.  The filter is then compiled by EMF compiler and then used by the EMS printing distributor.  For ASAP an alternate EMS collector will be used instead of $0. 

Compile the routing filter:

#PUSH DUMMY

#LOAD /KEEP 1, LOADED DUMMY/ $SYSTEM.ZSPIDEF.ZSPITACL

#POP DUMMY

EMF /IN $vol.subvol.emsfiltr/ $vol.subvol.ASPFLTR

3. Run the SNMP Agent as a process pair using the TCP process $ZTC00:

snmpagt/name $zsmp0,nowait,cpu 1/tcpip^process^name $ztc0,cold,0

The cold parameter instructs the SNMP agent to purge any SNMPCTL file in the run subvolume and create a new SNMPCTL file.  The SNMPCTL contains configuration parameters for the SNMP Agent. 

4. Each SNMP manager to which the SNMP Agent running on the NonStop Server sends trap messages is achieved by a trap destination definition.   This is done through SCF using the TRAPDEST object for the SNMP Agent.

Assume process $zsmp0

add trapdest #TRAP,hostaddr "16.213.67.96",network $ztc00

start trapdest #trap

Notes:


TRAPDEST object must be named #TRAP.  

HOSTADDR is the IP Address of the workstation running SNMP Manager.  I used my Oath token IP address for prototype testing.   

5. Start an EMS alternate collector for routing ASAP alert messages to, instead of the default EMS collector $0 

EMSACOLL/name $Acol,nowait,pri 150/

set define file $acol

DELETE DEFINE =_EMS_COLLECTOR

ADD DEFINE =_EMS_COLLECTOR

6. Start the ASAP subsystem
7. Start the EMS subagent:

DELETE DEFINE =_SNMP_AGENT

add define =_SNMP_AGENT, file $zsmp0.#TRAP

emsdist/name $fltr/collector $ACOL,type printing,filter $vOL.SUBVOL.ASPFILTR

8. Start the SNMP Event console on the workstation.

Prototype Testing
 The freeware client application SNMP Trap Watcher was used to validate the configuration and installation procedures for setting up the EMS Subagent and SNMP Agent for generating ASAP SNMP Traps.  You can obtain the freeware SNMP Trap Watcher client at: http://www.bttsoftware.co.uk/  
The following screen shot shows SNMP traps being received by the SNMP Trap Watcher client: 
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File Edit Settings

Time | Date Source Description
@150614 51G/1910 1610719878 TANDEM 22603 4000 notspeciied Z00J \CENTOIV $200J-15365345 2010/05/18 14,0401 (CRITICAL) ASAP ALERT Disk $Asep Ful 38
@150614 057G/1910 161071978 TANDEM 22603 4000 ot spectied ZO0) \CENTDIV SZ00.-15365945 2010/05/18 140401 (CRITICAL) ASAP ALERT Disk $402 Ful 58
60514 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z001 15365945 2010/05/18 140301 (CRITICAL) ASAP ALERT Disk $sap Full 6
60514 05181910 1610719878 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.42004-15365945 2010/05/18 140301 (CRITICAL) ASAP ALERT Disk $402 Full 88
(@160514 05181910 1610719878 TANDEM.22603 4001 not-speciied Z0OM \CENTDIV.$Z00M: 15364153 2010/05/18 14:03:01 [not crtical] ASAP INFO Cpu 1 Busy: 1 (0K)
60414 05181910 1610719876 TANDEM 2203 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 140201 (CRITICAL) ASAP ALERT Disk $sap Full 6
@150i18 057G/1910 161071978 TANDEM 22603 4000 ot specfied Z00) \CENTDIV SZ00.-15365945 2010/05/18 1402101 (CRITICAL) ASAP ALERT Disk $402 Ful 88
60414 05181910 1610719878 TANDEM 22603 4000 notspeciied Z0OT \CENTDIV.$Z00T:15369505 2010/05/18 140201 (CRITICAL) ASAP ALERT Process $5tep Busy 87.17
@150314 0578/1910 161071978 TANDEM 22603 4000 notspeciied Z00J \CENTDIV $200,-15365345 2010/05/18 140101 (CRITICAL) ASAP ALERT Disk $4sep Ful 38
@150314 057G/1910 161071378 TANDEM 22603 4000 ot specfied Z00) \CENTDIV SZ00.-15365945 2010/05/18 140101 (CRITICAL) ASAP ALERT Disk $402 Ful 88
60214 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 140001 (CRITICAL) ASAP ALERT Disk $Asap Full 6
@150214 057G/1910 161071978 TANDEM 22603 4000 rctspectied ZO0) \CENTDIV SZ00.-15365945 2010/05/18 1400:01 (CRITICAL) ASAP ALERT Disk $402 Ful 58
50114 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135901 (CRITICAL) ASAP ALERT Disk $sap Full 6
@150114 057G/1910 161071978 TANDEM 22603 4000 rctspectied ZO0) \CENTDIV SZ00.-15365945 2010/05/18 135801 (CRITICAL) ASAP ALERT Disk $402 Ful 58
50014 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z00 15365945 2010/05/18 135601 (CRITICAL) ASAP ALERT Disk $sap Full 6
50014 051871910 1610719878 TANDEM 22603 4000 notspeciied Z0OJ \CENTDIV.42004-15365945 2010/05/18 135601 (CRITICAL) ASAP ALERT Disk 02 Full 88
(@15:0014 05181910 1610719878 TANDEM.22603 4001 not-speciied ZOOM \CENTDIV.$Z00M: 15364153 2010/05/18 13:56:01 [not crtical) ASAP INFO Cpu 1 Busy: 1 (0K)
55914 05181910 1610719878 TANDEM 2203 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135701 (CRITICAL) ASAP ALERT Disk $sap Full 6
@155014 051G/1910 161071978 TANDEM 22603 4000 rctspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 1357.01 (CRITICAL) ASAP ALERT Disk $402 Ful 88
55914 05181910 1610719878 TANDEM 22603 4000 notspeciied Z0OT \CENTDIV.$Z00T-15369505 2010/05/18 1357.01 (CRITICAL) ASAP ALERT Process $5tep Busy 87,18
@15514 057G/1910 161071978 TANDEM 22603 4000 notspeciied Z00J \CENTDIV $200,-15365345 2010/05/18 135601 (CRITICAL) ASAP ALERT Disk $4sep Ful 38
@154 057G/1910 161071978 TANDEM 22603 4000 rotspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 135601 (CRITICAL) ASAP ALERT Disk $402 Ful 88
55714 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4200) 15365945 2010/05/18 135501 (CRITICAL) ASAP ALERT Disk $sap Full 6
@155714 057G/910 161071978 TANDEM 22603 4000 rctspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 135501 (CRITICAL) ASAP ALERT Disk $402 Ful 88
5514 05181910 1610719876 TANDEM 2203 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135401 (CRITICAL) ASAP ALERT Disk $sap Full 6
@15514 051G/1910 161071978 TANDEM 22603 4000 notspectied ZO0) \CENTDIV SZ00.-15365945 2010/05/18 135601 (CRITICAL) ASAP ALERT Disk $402 Ful 58
55514 05181910 1610719878 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135301 (CRITICAL) ASAP ALERT Disk $sap Full 6
55514 05181910 1610719878 TANDEM 22603 4000 notspeciied Z0OJ \CENTDIV.4200J-15365945 2010/05/18 135301 (CRITICAL) ASAP ALERT Disk 402 Full 88
(@155514 05181910 1610719878 TANDEM.22603 4001 not-speciied ZOOM \CENTDIV.$Z00M: 15364153 2010/05/18 135301 [not citical] ASAP INFO Cpu 1 Busy: 1 (0K)
55414 05181910 1610719876 TANDEM 2203 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135201 (CRITICAL) ASAP ALERT Disk $sap Full 6
@155016 051B/1910 161071978 TANDEM 22603 4000 rctspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 1352101 (CRITICAL) ASAP ALERT Disk $402 Ful 58
55414 05181910 1610719878 TANDEM 22603 4000 notspecilied Z0OT \CENTDIV.4Z00T:15368505 2010/05/18 135201 (CAITICAL)ASAP ALERT Process $5tep Busy 87,11
@155314 057G/1910 161071978 TANDEM 22603 4000 notspeciied Z00J \CENTDIV $200,-15365345 2010/05/18 135101 (CRITICAL) ASAP ALERT Disk $4sep Ful 38
@155214 057G/1910 161071978 TANDEM 22603 4000 rctspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 135101 (CRITICAL) ASAP ALERT Disk $402 Ful 58
55214 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4Z00) 15365945 2010/05/18 135001 (CRITICAL) ASAP ALERT Disk $sap Full 6
@155214 057G/1910 161071978 TANDEM 22603 4000 rctspectied Z00) \CENTDIV SZ00.-15365945 2010/05/18 1350:01 (CRITICAL) ASAP ALERT Disk $402 Ful 88
55114 05181910 1610719876 TANDEM 22603 4000 notspeciied Z00J \CENTDIV.4200) 15365945 2010/05/18 134301 (CRITICAL) ASAP ALERT Disk $sap Full 6

0000 30 82 01 26 02 01 00 04 06 G4 61 GE 64 65 6D &4 0. & Tanden
0010 82 01 17 06 03 2B 06 01 04 01 B1 29 03 OC 40 04 + )@
0020 10 6B Co 4E 02 01 06 02 01 00 43 03 18 39 6C 30 k.N S

0030 81 F2 30 1C D6 04 2B D& 01 04 01 B1 29 03 0C 01 ..0.. .+

0040 04 O 54 41 4E 44 45 4D 2E 32 32 36 2E 66 30 33 . TANDEM.226.V03
0050 30 12 06 0K 2B 06 01 04 01 81 29 03 OC 02 04 04 0. ..+

0060 34 30 30 30 30 1C 06 DA 2B 06 01 04 01 81 29 03 40000.. +

0070 OC 03 04 OE GE 6F 74 2D 73 70 65 63 69 66 69 65 not-specitie
0080 64 20 30 12 06 04 2B 06 01 04 01 81 23 03 0C 04 A 0.. +

0090 04 04 SA 4F 4F 4A 30 26 06 0A 2B 06 01 04 01 81 .ZOOJD&. .+

0040 29 03 OC 05 04 18 SC 43 45 4E G4 44 49 56 2 24 ) \CENTDIV

00B0 GA 4F 4F 44 3k 31 35 33 36 35 39 34 35 20 30 22 Z00J!15365945 07
00CO 06 0A 2B 06 01 04 01 81 29 03 OC 06 04 14 32 30 . .+ 20
00D0 31 30 2F 30 35 2F 31 38 20 31 33 3 35 39 3k 30 10,0618 13183%0
00E0 31 20 30 18 06 0A 2B 06 01 04 01 B1 29 03 0C 07 10...% )
O0F0 04 0A 28 43 52 49 G4 49 43 41 4C 29 30 2C 06 0A ..(CRITICAL)D,

0100 2B 06 01 04 01 81 29 03 OC 08 04 1E 41 &3 41 50 + ) a5aP
0110 20 41 4C 45 52 54 20 44 69 73 6B 20 24 41 73 61  ALERT Disk Shsa
0120 70 20 4€ 75 £C 6C 20 38 36 20 p Full 8

Frane Length: 298 bytes
Comnunity: Tandem

OID: .1.3.6.1.4.1.169.3.12
Address 16.107.198.78
sysUpTine: 0 days. 04:24:35
Generic: 6 - Enterprise Specific
Specific; 0

OID: .1.3.6.1.4.1.169.3.12.1
ASN1 Typs: Octet String D=0 (4)
Value: TANDEM.226.¥03

OID: .1.3.6.1.4.1.169.3.12.2
ASN1 Typs: Octet String D=0 (4)
Value: 4000

OID: .1.3.6.1.4.1.169.3.12.3
ASN1 Type: Octet String D=0 (4)
Value: not-specified

OID: .1.3.6.1.4.1.169.3.12.4
ASN1 Typs: Octet String 0=04 (4)
Value: 2001

OID: .1.3.6.1.4.1.169.3.12.5
ASN1 Typs: Octet String D=0 (4)
Value: \CENTDIV.$Z0OJ:15365945
OID: .1.3.6.1.4.1.169.3.12.6
ASN1 Typs: Octet String 0z04 (4)
Value: 2010/05/18 13:59:01

OID: .1.3.6.1.4.1.169.3.12.7
ASN1 Typs: Octet String 0=04 (4)
Value: (CRITICAL)

OID: .1.3.6.1.4.1.169.3.12.8
ASN1 Type: Octet String 0=04 (4)

[Traps Received: 608 160708





